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Installation instructions for the HelloLisa unit:

· Power-on the unit

· Make sure a network connection is operational (WiFi or Ethernet)

· The software, when installed, can be found in the c:\Program Files\HelloLisa folder (Or c:\Program Files (x86)\HelloLisa when using a 64bit OS. A shortcut to start the application should be on the desktop.

· The Skype for Business comes preinstalled on the device. It was made “hidden” by running the c:\Program Files\HelloLisa\Scripts\SkypeSuppressOn.cmd script (or c:\Program Files (x86)\HelloLisa\Scripts\SkypeSuppressOn.cmd

· When HelloLisa is running fullscreen (and “Secure Lockdown” added security protection is not activated), you can slide your finger from the complete left of the screen to the center: this will display the running applications. Then you can click on the cross icon (“X”) to stop the HelloLisa application.

· HelloLisa configuration needs to be done by setting the parameters in the c:\ProgramData\HelloLisa\.....xml files. Documentation on parameters in separate document “HelloLisa settings manual Vxx.docx”.

· For added security we strongly advise to autostart also the c:\Program Files\HelloDoor\scripts\charmkill.bat file (this will remove the “swiping” into Windows possibility). 
[bookmark: _Toc522542292]How to get access to a device again when the Charmkill script is enabled:
If you have a Remote Desktop software installed on the device (Teamviewer, VNC, LogMeIn, …) you can connect remotely, otherwise connect a USB keyboard to the USB slot of the device.
· Press Ctrl-Alt-Del
· Select “Task Manager”
· In Task Manager, select File – Run new task
· Type “Explorer.exe” and select OK



Troubleshooting

· When the HelloLisa is not in the Windows domain and is used with an onpremise Skype for Business infrastructure and connecting on the LAN (not via Edge), with onpremise infrastructure using private certificates: the root certificate of the internal private CA needs to be added to the Trusted Root certificate store of the device.

· There is logging in c:\ProgramData\HelloLisa\logs

General information

· Automatic updates should be disabled when the application is operational (disable the “Windows Update” service). We advise to do updates every 3 months by starting the “Windows Update” service


[bookmark: _GoBack]Optional Extra Security 

· For added security you can additionally install the (not included) “Secure Lockdown” software, standard edition, from Inteset (http://www.inteset.com).

DO NOT FORGET YOUR PASSWORD WHEN SET!

Documentation: 

· User guide : https://services.inteset.com/DownloadFiles/Inteset%20Secure%20Lockdown%20v2%20User%20Guide.pdf
· Admin guide :
https://services.inteset.com/downloadfiles/Inteset%20Secure%20Lockdown%20v2%20-%20Administrator%20Guide.pdf




IP Relay setup
(The IP Relay is an optional hardware to let HelloLisa open the door when receiving a specific Chat/IM command)
 
Quick start guide (setup of the required Fixed IP address on the IP Relay): https://www.controlbyweb.com/webrelay/webrelay_qsg.pdf
We recommend to change the Setup password for the IP Relay so it is different from the factory default.
By default, there is no password required by the IP Relay to receive instructions from HelloLisa (defined in the settings.xml configuration file under <webservice>). As this is not safe, we also recommend to configure and require a Control password. 
Password settings instructions (Passwords may be up to 10 characters):
· Go to http://x.x.x.x/setup.html (where x.x.x.x is the IP address of the IP Relay device).
· Go to Password
· Change the Setup Password: this is the password needed for configuration tasks on the IP Relay (when going to http://x.x.x.x/setup.html)
· Enable (select “Yes”) and change the Control Password: this is the password used by HelloLisa to send instructions to the IP Relay.
This password is used in the settings.xml file on the HelloLisa device:
<webservice url="http://admin:password@x.x.x.x/state.xml?relayState=2"></webservice>
· Click on Submit
· Make sure to remember or write down the passwords given.

Complete User manual with technical details regarding the IP Relay: http://www.controlbyweb.com/webrelay/webrelay_users_manual.pdf
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